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I. Theme of the Conference 

Model United Nations San Antonio (MUNSA) is a conference dedicated to fostering 

authentic and passionate debate amongst delegates in order to generate solutions to current 

global issues. The theme of ​MUNSA XXIV: Envision ​encaptures our mission to urge delegates to 

foresee a future in which these problems have been dissolved. With collaboration in mind, 

delegates from every committee are encouraged to visualize innovative resolutions and a 

prosperous world to come. Together, we will propel ourselves into an age in which brilliant ideas 

converge to transform our world and address its most paramount issues. 

 

II. Rationale 

Cyber warfare is used to disrupt a nation's computers or information networks through a 

computer virus or other technology-based attack. Nations in Europe, North America, and Asia 

are especially dependent on computers, and, therefore, are more vulnerable to cyber-attacks and 

information loss. These attacks can be used to target the infrastructure of a nation by shutting 

down airports, train stations, banks, and other personal information outlets.  

  

III. Background of the Topic 

Cyber warfare is a computer or network-based conflict involving politically motivated 

attacks by a nation-state or organized group.​1​ Three common types of cyber-attacks include 

financial gain, disruption, and espionage. There are about ten different ways to execute those 

attacks.​6​ As technology is ever-evolving, so are the attack techniques practiced against 

nation-states.  

The first recognized cyber attack occurred in 1988 when hackers employed a “worm” to 

impair computers in the US. As of today, 2.3 billion people are at risk of having their personal 

records extorted.​3​ The Director General of the United Nations recognized the occurrence of 



 

cyber-attacks; however, the UN has yet to establish a treaty or resolution explicitly addressing 

cyber warfare.  

 

IV. Contemporary Evidence of the Topic  

The ramifications of cyber attacks can be felt in almost any developed nation-state. 

Almost 100,000 groups in 150 countries reported incidences of a Wannacry virus demanding 

ransom in cryptocurrency. Many affected countries do not have adequately developed security 

measures to counteract these attacks or rely too heavily on technology to maintain national 

infrastructure​7​. 

Currently, no resolutions exist that directly address cyber warfare, and the issue has only 

been mentioned a few times by the Director General of the United Nations. Immediate action 

must be taken to address cyber warfare and its potential threats. 
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VI. Note to the Delegates 

Greetings Delegates,  

Thank you for attending the MUNSA XXIV conference and for joining us in Security 

Council. We are looking forward to moderating all of you in January! If you have any questions 

please don’t be afraid to contact us.  

Best Regards, 

Marcel Flores  ​mflores4883@stu.neisd.net  

Vaden Krauss ​vkauss2609@stu.neisd.net  
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